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                                         Do you have a DR Strategy?



  What’s keeping you up at night?


This document aims to give a high level overview DR practises which can be implemented in the Small to Medium sized company.  Blue Chip corporations spend millions per year on recoverability but with some simple practises you can create the desired effect for relatively low investment.  
Scenarios
· Workstation Outage

· Server Outage

· Internet Outage

· Loss of power to building

· Building Fire (Loss of all equipment)

· Building evacuation (No systems down)

Workstation Outage
Workstation outage is the most common form of issue your business will face.   Depending on the urgency of getting a workstation up and running again you have the following options available to you:
· Ensure you have 4 hour / Next business day response from the manufacture to replace any faulty hardware.

· Ensure your IT Supplier use Ghost / Imaging technology to ensure the workstation OS is quick deployable.
· Keep a warm spare workstation within the business to ensure a replaceable machine is available.  This can be a new workstation or an older machine which is end of life.
· Ensure that any key components for critical workstations have been tested on other machines and have a failover process in place.
Server Outage

The 2nd most common outage is server down. Depending on the setup / state of vendor support a server can take up to 2 days to get back online.   In most companies that we consult for we find servers receive the least attention when considering DR testing.  We urge any company to put their IT supplier’s server rebuild process to the test, the results can be shocking.   Please see below for some options you have available to you:
Free Options

· Ask your IT supplier to run a monthly ASR backup which enables quick restore

· Ask your IT supplier to prove they can restore your core server to a test environment (and time them)
· Take a 1 off ghost image of your server to ensure you have a copy of the OS for faster rebuild

· Use a PC within the environment to sync data volumes
· Create another mail record to point to a pop address to download Email to another PC

Low cost options

· Run second nightly backup to a USB or NAS device

· Install live state recovery to take a snapshot each night of your server config.
· Purchase a 2nd server to have instant failover of services.

One point which is not noted in the server outage scenario is that of loss of critical database application.   This covers a wide scope but there are many options to be able to mitigate loss of company database application.   This does not always mean you have to purchase second server for failover but there are too many technical variance’s to mention in this document.  Please contact 3G if you would like to know more.
Internet Outage
ADSL is usually has a low SLA for support from the telecoms carriers.   Companies suffer an outage usually once per year on ADSL.  Please see below mitigation options:
· Instead of increasing bandwidth with the same carrier order a line from a separate carrier for load balancing and redundancy.

· If your business can warrant the expense install SDSL which has better contention ratios and a lot better SLA’s from the telecoms carriers. (£200+ per month).

· If you require internet failover but cost is an issue purchase a pay as you go 3G card which can be used if in the event of ADSL loss.
Loss of power to building
99% of buildings do not have a UPS available (Uninterruptible power supplies) and this is a viable threat to the business.   Please see below options to mitigate this risk:
Fly Away Strategy:

· Ensure that critical data is replicated to an offsite backup intraday
· Use 2nd MX record to point mail to a POP Email account (for send and receive)

· Use NAS / USB device to be able to take all if your data offsite quickly
Building Fire (Loss of all equipment)
Unlikely but a remote possibility, if full fire resulting in loss of all systems was experienced then the fly away strategy to home use should be invoked (as above).  You will need to ensure that tapes are taken offsite at least once per week. Also ask if you’re IT Supplier has the bandwidth to rebuild your network rapidly? How long could this take?
Building evacuation (No systems down)

A building evacuation but no service interruption will again be a fly away to login from home.  For this you will need to ensure the following:
· Users can VPN into the system to access data

· You have enabled remote access on key machines so that users can remote desktop to their work pc

· You have enabled web access email for all users.
Testing

Testing of these DR principles should happen at least quarterly.  If you IT Supplier conducts regular onsite visits ask them to perform some component testing of some of the above elements.

For larger organisations a configuration database of application / services / storage dependencies will be required, this can be done with simple spread sheets or a more advanced web based database. 

It is also suggested that all vendors and ISV owners for services you rely on submit a TRAP (Technology Recovery Action Plan).   This will enable you to have in document form their process of recovery and thus being able to assess if it fits into your DR model or not.
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